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Abstract 

The application of machine learning algorithms to healthcare data can enhance patient 

care while also reducing healthcare worker cognitive load. These algorithms can be used to 

detect anomalous physiological readings, potentially leading to expedited emergency response or 

new knowledge about the development of a health condition. However, while there has been 

much research conducted in assessing the performance of anomaly detection algorithms on well-

known public datasets, there is less conceptual comparison across unsupervised and supervised 

performance on physiological data. Moreover, while heart rate data is both ubiquitous and 

noninvasive, there has been little research specifically for anomaly detection of this type of data. 

Considering that heart rate data is indicative of both potential health complications and an 

individual’s physical activity, this is a rich source of largely overlooked data. To this end, we 

employed and evaluated five machine learning algorithms, two of which are unsupervised and 

the remaining three supervised, in their ability to detect anomalies in heart rate data. These 

algorithms were then evaluated on real heart rate data. Findings supported the effectiveness of 

local outlier factor and random forests algorithms in the task of heart rate anomaly detection, as 

each model generalized well from their training on simulated heart rate data to real world heart 

rate data. Furthermore, results support that simulated data can help configure algorithms to a 

degree of performance when real labeled data is not available and that this type of learning might 

be especially helpful in initial deployment of a system without prior data. 

 

Keywords: Anomaly detection, healthcare, heart rate, machine learning 

 

 



4 
 

1. Introduction 

The detection of anomalies, also known as outliers, has been an integral practice across a 

diverse range of disciplines. Anomalies can indicate a breach of a system or network (Garcia-

Teodoro, Diaz-Verdejo, Maciá-Fernández, & Vázquez, 2009; Omar, Ngadi, & Jebur, 2013), 

signal abnormal physiological levels (Jothi, Rashid, & Husain, 2015), or even flag the 

occurrence of fraud (Liu et al., 2016). Regardless of the particular application, analytics and 

machine learning models have the potential to provide both predictive and descriptive value. 

Descriptive value can include new understandings of data interactions, an example being the use 

of visualizations to help researchers and practitioners alike better understand a phenomenon. In 

the context of healthcare, this could manifest as new insights into the development of a health 

complication or condition. Predictive value, where the focus lies not in describing data but 

predicting future states or events, can potentially improve patient outcomes through active 

intervention. Indeed, a great promise of healthcare anomaly detection is that the process can be 

used to alert health practitioners to anomalous physiological data that can be indicative of health 

complications. A greater emphasis on the application and visualization of both supervised and 

unsupervised anomaly detection models will improve practice in applied settings such as 

healthcare – and, in turn, improve patient outcomes.  

Technology is ubiquitous in healthcare, but the application of machine learning to 

physiological data is still in its early stages. Adding to the already difficult and demanding work 

of health care professionals is the shortage of workers in the public health sector. Improving our 

strategic use of the petabytes of physiological data collected during patient monitoring will 

enhance both patient care and alleviate some of the burden carried by health care professionals. 

Simply put, the amount of vigilance needed to provide care and track patient vitals in this context 
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is impossible to maintain for many healthcare operations. Machine learning provides a potential 

solution to this dilemma. Through the automatic detection of rare or substantial deviations from 

normal levels, health care professionals can be provided with more useful information with 

which to make clinical decisions, as well as respond more quickly to an adverse event. Whether 

anomaly detection algorithms are implemented to detect patient falls at home (Albert, Kording, 

Herrmann, & Jayaraman, 2012), monitor health vitals through wearable sensors (Banaee, 

Ahmed, & Loutfi, 2013), or assist with other patient care-related tasks, these algorithms provide 

an avenue to automate some components of patient care. However, as has been continuously 

supported in the literature, what is considered by the system as an anomaly is often difficult to 

define.  

Clearly, the process of anomaly detection depends on an operational definition for what is 

to be considered an anomaly. Anomaly detection methods generally assume two things; namely: 

1) anomalies are rare in occurrence and 2) anomalies are different – in some sense or another – 

from normal data. Further complicating this operational definition is the existence of multiple 

types of anomalies (Liu, Ting, & Zhou, 2008). For instance, data points can be anomalous in 

respect to nearby data points (local anomalies) or in respect to the dataset as a whole (global 

anomalies). While it is impossible to determine exactly to which of these classes an anomaly 

belongs, the distinction is still useful in reminding data scientists that anomalies can differ not 

just from the data – but from each other as well.  

Reducing the number of false alerts is a challenging problem in anomaly detection 

(Haque, Rahman, & Aziz, 2015; Omar, Ngadi, & Jebur, 2013), as an excessively high false 

alarm rate is detrimental to both the potentially efficiency of such a system and for the signal 

value of the alarm. That is, a high false alarm rate can increase the chances of alarm fatigue, a 
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problem that is especially prevalent for nurses in wards where auditory alarms continuously 

bombard the environment (Cvach, 2012). Alarm fatigue is the result of desensitization to a 

particular alarm or set of alarms – often a byproduct of continuous presentation leading to 

decreased salience. False alarms can be the result of an erroneous sensor reading, or just a 

random – but benign – fluctuation in the physiological data. Regardless of the nature of the false 

alarm, these situations decrease both trust in the alarm itself and the efficiency of the system as a 

whole.  

In many cases, deciding which machine learning approach to implement is informed by 

both experimentation and the fundamental nature of the task. Indeed, there is much variability in 

the machine learning models used in healthcare applications. For instance, researchers have 

applied neural networks to problems in healthcare (Wang et al., 2016), while others utilize 

clustering techniques (Bose et al., 2018). Still others use multi-layer perceptrons (Adnan et al., 

2017) or long-term memory networks (Malhotra, Vig, Shroff, & Agarwal, 2015). Unsurprisingly, 

the choice of algorithm is partly determined by the type of data or amount of data available – 

often a result of the type of device that is capturing physiological or movement data as input. 

Researchers have investigated the potential of smart phones to capture data in this regard (Amin 

et al., 2016), and, in general, wearable sensors for health monitoring appear to have a promising 

future in healthcare (Banaee et al., 2013).  

Identifying an optimal machine learning approach to a problem is also dependent on 

whether ground truth labels exist on the data. If the data is labeled, supervised techniques are 

appropriate, while unsupervised techniques allow for analysis of unlabeled data (see Goldstein & 

Uchida, 2016, for an excellent comparison of unsupervised models). However, it should be 

briefly mentioned that semi-supervised anomaly detection algorithms provide yet another option. 
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In semi-supervised anomaly detection, the dataset includes both labeled and, often a large 

amount of, unlabeled data. While this type of learning has a great potential as labeled data can 

often be difficult to obtain, these types of models have unique assumptions and limitations (Zhu 

& Goldberg, 2009).  

While there are myriad models that can be successfully tuned to handle anomaly 

detection problems, the present research focuses on the following five: local outlier factor (LOF), 

isolation forests (IF), support vector machines (SVMs), k-nearest neighbors (k-NNs), and random 

forests (RF). These algorithms were chosen for (1) their widespread prevalence in the field of 

anomaly detection and machine learning tasks in general, and (2) because they constitute both 

supervised and unsupervised approaches. One advantage of this approach is the ability to 

critically evaluate both unsupervised and supervised approaches to the task of anomaly detection. 

Briefly, it is important to fundamentally overview the machine learning models chosen. 

While it is beyond the scope of this paper to exhaustively describe the techniques and 

algorithmic details of each model in detail, we nevertheless overview each model and note some 

use cases. 

1.1. Random Forests (RF) 

RF is an ensemble decision tree method that can be used for both prediction and 

classification tasks (Breiman, 2001). The trees of the model each cast a weighted decision or 

vote to produce an overall determination (Dietterich, 2000). In classification tasks, the prediction 

of new data is determined by aggregating the predictions of n trees. Ensemble methods function 

best when there is some variance across how the individual classifiers make their predictions 

(Hansen & Salamon, 1990). There are two main sources of randomness within the RF algorithm. 

First, RF only use a subsample of the data during each tree creation, and approximately 36.8% of 
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the data is unused by each tree (Grömping, 2009). This process, known as bootstrap aggregating 

or bagging, samples subsets of the data with replacement (Breiman, 1996). Second, instead of 

assessing all features at each tree split, only a random set of samples is used to make the eventual 

decision – helping to counteract overfitting (Liaw & Wiener, 2002). Impressively, even shallow 

decision trees have been proven effective in applications such as handwritten character 

recognition (Amit & Geman, 1997). 

1.2. Local Outlier Factor (LOF)  

The LOF algorithm was introduced by Breunig, Kriegel, Ng, and Sander (2000). As the 

name suggests, the algorithm primarily assesses how isolated each data point is with respect to 

its neighbors – and as such the algorithm depends on k-nearest neighbors. While other algorithms 

produce a binary classification of outlier-ness, LOF can also produce the degree to which a point 

is an outlier. This local density approximation is calculated through k-nearest neighbors, and data 

points residing in relatively lower density areas are classified as outliers or given a higher degree 

of outlier-ness. 

1.3. Isolated Forests (IF) 

IF is an algorithm that uses a process called isolation to determine anomalies from normal 

data points (Liu, Ting, & Zhou, 2008). Unlike other anomaly algorithms that are trained on 

normal instances, IF is an unsupervised ensemble method where anomalies are those data points 

which are easier to isolate from normal data points. A process known as isolation is used to 

partition each data point until each instance is isolated. Data points which are more quickly 

isolated, in terms of steps, are considered more likely to be anomalies. 

1.4. Support Vector Machines (SVMs)  
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SVMs classify by attempting to derive a hyperplane that maximizes the distance between 

classes within the data (Hu, Liao, & Vemuri, 2003). Said differently, this hyperplane is an 

optimal boundary that divides the data to minimize the misclassification error. This algorithm 

has been used successfully in intrusion detection (Mukkamala, Janoski, & Sung, 2002), and 

system health estimation (Sotiris, Tse, & Pecht, 2010). 

1.5. K-Nearest Neighbors (k-NNs)  

k-NNs is a very simple and popular machine learning method which heavily depends on a 

parameter, k, to determine how to classify data in reference to nearby data. In the simplest 

instance where k = 1, the class of each data point will simply be determined based on the nearest 

point to the given data point as measured by Euclidean distance. k-NNs have been used 

successfully in network anomaly detection (Muniyandi, Rajeswari, Rajaram, 2012), intrusion 

detection (Yassin, Udzir, Muda, Sulaiman, 2013), and in general have been shown to be quite 

powerful across a series of datasets (Goldstein & Uchida, 2016).  

2. Methods 

2.1 Model Development  

Five models were created within Python (Anaconda distribution) using many packages 

from the popular sci-kit learn library (https://scikit-learn.org). We chose the same general 

approach for the development of each algorithm, although each was tuned separately. 

2.1.1. Parameter Tuning  

To determine the parameters of each model, we used a series of loops which changed one 

parameter of the model at a time and evaluated performance through k-fold cross-validation (k = 

5). 

2.1.2. Ground Truth  
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The simulated data was inherently unlabeled; however, in order to tune and develop the 

models we chose to label any point outside of a range (60bpm – 100bpm) as anomalous. This 

range has been used by others as a general rule-of-thumb (Liu et al., 2014), and was necessary 

for evaluation of the algorithms as well as the development of the supervised algorithms. This 

labeled array was used when calling the .fit() function for all supervised algorithms, and used as 

a form of evaluation for all unsupervised algorithms. 

2.1.3. Training and Validation Data  

A peripheral goal of the present research was to investigate the potential of simulated 

heart rate data in model training. Simulated data carries the disadvantage, of course, of not 

including the noise and variation of actual data. However, a major advantage of using simulated 

data is an increased amount of control in terms of both the number of anomalies and the 

distribution of the data.  

For our purposes, simulated normal data was created through a C script written for a RR 

interval time series modeling challenge 

(https://archive.physionet.org/challenge/2002/generators/rrgen-171.c). We then randomly 

sampled at which locations that an outlier would appear for two datasets that would consist of 

10,000 simulated heart rate values each. In one dataset, anomalies constituted 0.5% of the entire 

dataset (defined as residing outside the heart rate range of 60bpm – 100 bpm), while in the other 

dataset anomalies constituted 2.5% of the entire dataset. To determine the heart rate value of the 

anomaly, we alternated between randomly sampling from 101 – 120 beats per minute (bpm) and 

40 – 60 bpm. A Python function was used to sample without replacement for where in time an 

anomaly would appear, and all values in the range were equally likely. Similarly, another Python 
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function was used to sample with replacement for anomaly values, generating a total of 250 

values for the 2.5% anomaly dataset and 50 values for the 0.5% anomaly data set.  

2.1.4. Testing Data  

Test data consisted of a single patient from the MIT-BIH database distribution 

(http://ecg.mit.edu/time-series/) that matched the general heart rate pattern of those using our 

company products. We chose this approach as our models will be implemented on an 

individualized basis. Note that there is no ground truth label with which to evaluate the 

algorithms in this testing dataset. To arbitrarily create labels would be counterproductive, as, 

again, these do not exist in the real world unless they are retroactively added after new 

information is gained on the situation – potentially through clinical appointments or consultation 

with a physician or doctor. Indeed, this ambiguity concerning the actual severity of a detected 

anomaly reflects the difficulties faced by those developing anomaly detection algorithms for 

healthcare use. Nevertheless, this ambiguity is a reality. As a result, we have maintained this 

ambiguity in the evaluation of the models. For evaluation purposes, visualizations and 

comparisons across the algorithms constituted the majority of the testing results. Importantly, 

this inability to be certain of whether a detected anomaly is actually anomalous has been echoed 

by others in the literature (Wang et al., 2016).   

3. Analysis 

The following analysis encompasses the training and testing of five algorithms (two 

unsupervised, three supervised) on two simulated heart rate datasets – each including 10,000 

heart rate samples. As mentioned earlier, we simulated heart rate data to include one dataset 

which included a total of 50 anomalies (.5% of the dataset) and another which included a total of 

250 anomalies (2.5% of the dataset). For our purposes, we defined a point as anomalous if it was 
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outside the range of 60 – 100 bpm. While an individual can certainly be outside this range 

without any significant health risk, this approach nevertheless allows for a general rule through 

which the algorithm can be tuned. We then turn to exploratory evaluation through visualizations 

of these models on actual heart rate variability to assess the behavior of the algorithms.   

3.1. Feature Engineering  

Our final feature set included only three total features outside of the raw data, these 

included: 1) difference between current heart rate value and the last heart rate value, 2) 

difference between current heart rate value and the moving average of the last five heart rate 

values, and 3) a k-means clustering feature based on 100 clusters on the aforementioned second 

feature (moving average difference) using the MiniBatchKMeans() function. We did not 

normalize the data as initial normalization efforts decreased the performance of the models. 

3.2. Simulated Data Performance 

Train and test performance for each algorithm trained on either the 0.5% anomaly dataset 

or the 2.5% anomaly dataset can be seen below (see Table 1). We implemented an 80:20 split of 

the data to create the training and testing datasets, respectively. We tuned model parameters 

through a series of loops that iterated through changes in each relevant parameter of the given 

model and assessed performance using a 5-fold cross-validation approach. This also allowed for 

us to evaluate the significance of features to the model in order to drop any irrelevant features. 

Heart rate data was approximately normal with a slight negative skew (see Figure 1 below).  
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Table 1 

Performance of all five algorithms across both datasets. 

 0.5% Anomaly Dataset 2.5% Anomaly Dataset 

 CR HR CR HR 

k-NN 99.98% 95% 99.96% 97.62% 

SVM 99.96% 95% 99.97% 98.73% 

RF 100% 92.5% 100% 100% 

LOF 98.94% 100% 96.89% 100% 

IF 94.22% 100% 94.76% 100% 

Note. CR = Correct rejection, HR = Hit rate, k-NN = k-nearest neighbors, SVM = support vector 

machine, RF = random forests, LOF = local outlier factor, IF = isolation forests. 

 

--- Figure 1 here --- 

 

Fig. 1. Distribution of heart rate data for the MIT-BIH database patient. 

3.3. Evaluation on MIT-BIH Database  

Beginning first with the models trained on the 0.5% anomaly dataset, both the k-NN and 

SVM algorithms did not make many anomalous predictions. The k-NN algorithm classified one 

point as anomalous after a sudden spike in the data from around 83bpm to 100 bpm, while the 

SVM algorithm classified that same point as anomalous in addition to one more point at roughly 

105 bpm. Moreover, the LOF algorithm classified more points as anomalies, both at the upper 

and lower ends of the heart rate data (see Figure 2). The RF model predicted only values at the 

upper end of heart rate data as anomalous and appeared to learn the rule (anomalous points are 

those that are outside of the 60 – 100bpm range).  The IF model began flagging anomalies at 
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around the 95 bpm range and increased with frequency for points above 100 bpm. Both RF and 

IF visualizations are shown below (see Figure 3).  

 

--- Figure 2 here --- 

Fig. 2. Detected anomalies (each shown as a red x) for the local outlier factor model trained on 

the 0.5% anomaly dataset. 

 

--- Figure 3a and 3b stacked here --- 

Fig. 3. Detected anomalies (each shown as a red x) for the random and isolation forests models 

trained on the 0.5% anomaly dataset. 

 

 

Turning now to the models fitted to the 2.5% anomaly dataset, the k-NN and SVM 

algorithms performed similarly to those trained on the 0.5% anomaly dataset and predicted only 

a few anomalies in the data. The LOF model classified anomalies at both ends of the heart rate 

range and made most anomalous predictions at large spikes in the heart rate data. Interestingly, 

the LOF model predicted a cluster of points as anomalies – each of which was above 100 bpm 

and followed a particularly large spike in the heart rate data (see Figure 4). 

 

--- Figure 4 here --- 

Fig. 4. Detected anomalies (each shown as a red x) for the local outlier factor model trained on 

the 2.5% anomaly dataset. 
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When comparing the RF and IF algorithms (see Figure 5), both models predict anomalies 

mostly at the upper end of the heart rate data. However, the IF model did classify a few heart rate 

samples at the lower end of the heart rate data as anomalous. Further, the IF algorithm exhibited 

a higher anomaly classification rate than the RF model, although this is not surprising given that 

the IF model is unsupervised and was never given any labels during training.  

 

--- Figure 5a and 5b stacked here --- 

Fig. 5. Detected anomalies (each shown as a red x) for the random and isolation forests models 

trained on the 2.5% anomaly dataset. 

 

4. Discussion 

The automatic detection of anomalies in physiological data, such as heart rate 

measurements, constitutes a challenging but important venture. Indeed, some of the difficulty in 

detecting health data anomalies is the degree of randomness associated with human physiological 

data. For instance, the anomaly detection system might flag an individual’s current heart rate as 

anomalous, but in reality they might just be beginning a high-intensity workout regimen. The 

present research provides insight into how five machine learning algorithms perform in detecting 

anomalies after being fitted to two simulated datasets of heart rate data. Furthermore, we were 

able to evaluate the five models on one patient’s heart rate data provided by the MIT-BIH 

database.  

Performance on the simulated heart rate dataset was quite high for many of the 

algorithms. In the 0.5% anomaly dataset, the RF model learned the ground truth rule (anomalies 

are data points outside of the normal range of 60 – 100bpm) very quickly, with a hit rate of 
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92.5% and a correct rejection rate of 100%. Impressively, the unsupervised counterpart to the RF 

algorithm, IF, exhibited a hit rate of 100%. However, this was somewhat marred by the high 

false alarm rate as evidenced by a correct rejection rate of around 94%. Clearly, in real-world 

contexts false alarms will decrease both trust in the anomaly detection system and its efficiency. 

Unless the penalty for a false alarm is quite low, these prediction errors can have a significant 

impact on the usability of such a system. Both the k-NN and SVM algorithms performed best at 

predicted anomalies in the 0.5% anomaly dataset, with each displaying above 99% correct 

rejection performance and a 95% hit rate performance. 

Unlike findings observed in the 0.5% simulated dataset, the RF model performed best in 

terms of overall performance when trained and tested on the 2.5% dataset. Here, the RF model 

exhibited ceiling performance (CR = 100%, HR = 100%), while its counterpart, IF, exhibited a 

high hit rate but, again, displayed a lower correct rejection rate (CR = 94.22%, HR = 100%). The 

k-NN and SVM models performed similarly to those that were trained on the 0.5% simulated 

dataset, with the exception that their hit rates were higher on the 2.5% simulated dataset (HRk-NN 

= 97.62%, HRSVM = 98.73%). The LOF model was the best performing unsupervised algorithm, 

with a perfect hit rate and an impressive correct rejection rate of 96.89%. Perhaps unsurprisingly, 

the unsupervised algorithms performed worse than supervised algorithms at the given task. 

4.1. Anomaly Detection for Real-World Data 

However, as our focus was healthcare and the actual implementation of machine learning 

into heart rate monitoring, we believed it was integral to evaluate how the present algorithms 

would perform in predicting anomalies for a sample of real heart rate data. Here, we turned to 

visualizations to evaluate how frequently the algorithms flag outliers and to understand how the 

previous training step on simulated data influenced anomaly detection performance on real heart 
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rate data. It is integral to keep in mind the importance of high levels of both specificity and 

sensitivity with these algorithms, as prediction methods that exhibit low sensitivity will not 

function well in their primary task (e.g., the detection of anomalies), while prediction models that 

exhibit low specificity will lead to a high false alarm rate. As these anomaly detection models are 

implemented into real-world contexts, maintaining high values across both of these system 

performance measures will ensure that practitioners and patients alike can place trust in the 

system to make accurate predictions.  

Beginning first with the algorithms fitted to the 0.5% anomaly dataset, both the SVM and 

K-NN algorithms did not make many anomalous predictions in the MIT-BIH data. This reflects 

either a very conservative approach or that the real-world data was too dissimilar to our 

simulated data to model adequately. The LOF algorithm classified anomalies at both ends of the 

heart rate range as anomalies, and exhibited a conservative approach that would be useful in 

some real world contexts. 

The RF model, on the other hand, predicted many points as anomalies but only at the 

upper end of the data. The RF model appeared to learn the rule rather quickly, and appeared to 

simply classify points that were above 100 as anomalies. In contrast, the IF model classified 

points at both ends as anomalous. However the IF rate of anomaly classification was far too high 

and, therefore, the model would most likely exhibit a high false alarm rate in the real world. 

Turning to the models fitted on the 2.5% anomaly dataset, the LOF algorithm predicted many 

more points at the upper end of the heart rate range as anomalous. However, the LOF rate of 

anomaly classification did not appear to be too high (e.g., it did not constitute a high false alarm 

rate) and the model’s performance on the task was, overall, impressive. Again, the SVM and K-

NN algorithms did not predict many anomalies when trained on the 2.5% anomaly data. 
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Interestingly, the RF model trained on the 2.5% anomaly dataset performed identically to the RF 

model trained on the 0.5% anomaly dataset. It should be noted that all classified anomalies for 

the RF models were above the 100 bpm range. The IF model trained on the 2.5% anomaly 

dataset performed similarly to its counterpart that was trained on the 0.5% anomaly dataset. 

Specifically, the IF model exhibited a high hit rate but also a moderately high false alarm rate – 

which would decrease its efficiency in many real world applications. One could argue that both 

LOF algorithms performed best – classifying only data points as anomalies after sudden spikes 

or falls and exhibiting conservative behavior (low false alarm rate). Of course, it is important to 

briefly mention that the ideal balance between hit rate and false alarm rate will depend on the 

task-related penalties of the anomaly detection. That is, if the given anomaly detection 

application has heavy penalties for false alarms, such as high costs for an emergency response, 

then it would clearly be important to prioritize a low false alarm rate.  

Many of the algorithms did not label sudden drops in the MIT-BIH data as anomalies. It 

should be noted that many of these drops were within the normal range as specified during 

simulated data fitting, so this could be an artifact of this process. Interestingly, the RF and IF 

models performed similarly across both the 0.5% and 2.5% anomaly dataset. That is, the pattern 

of classification for both models did not change much as a result of a different training dataset. 

Lastly, it should be stressed that the entirety of the model evaluation here is only based on the 

behavior of the algorithms through visualizations and not based on ground truth labels. Our 

objective with this task was to evaluate the potential of simulated data in training an algorithm 

based on anomaly prevalence. We then visualized the performance of the models on a novel and 

real-world heart rate sample, noted differences across the models, and finally differentiated 

performance based on which data the model was trained. Future research is needed to evaluate 
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alternatives to our approach, as well as to extend the results using a large database of real, ideally 

labeled, heart rate data. Furthermore, while we chose to specifically focus on anomaly detection 

in heart rate data because of the lack of research in this regard, future investigations should also 

evaluate how other physiological measures – such as blood pressure, temperature, and so on – 

can be used in tandem to predict anomalies at a greater scale. 

We present two important considerations in terms of real-world implementation of these 

algorithms. First, the algorithms utilized in the present research scale well with large amounts of 

data, as they all allow for parallel processing. Specifically, the speed of these algorithms is 

benefitted by the fact that their processing of the data can be distributed across many computing 

resources (Bekkerman, Bilenko, & Langford, 2011), and also by the algorithms’ parallel, rather 

than serial, development. For instance, the random forests algorithm discussed within the present 

research can construct decision trees in parallel, rather than developing each tree one after 

another – significantly expediting the process. Second, these algorithms necessitate a degree of 

tuning and monitoring to ensure proper functioning in real-world applications. The present 

research accomplished this using a classification rule to determine anomalies, and through a 

validation step on actual heart rate data. In real-world implementation, the performance of these 

algorithms will have to be monitored during deployment to ensure that data classified as 

anomalies are, indeed, anomalous. If unwanted performance is occurring (e.g., a very high false 

alarm rate), the algorithm can be differentially tuned through proper testing and validation to 

allow for improved performance.  

5. Conclusion 

The present research evaluated five algorithms tuned for anomaly detection. Through our 

unique approach, we were able to evaluate performance of the models based on whether they 
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were trained with a dataset that included 0.5% anomalies or 2.5% anomalies. Performance on the 

simulated dataset was quite high, with k-NN and SVM algorithms performing best on the 0.5% 

dataset and random forests performing best on the 2.5% dataset. Moreover, evaluation on the 

MIT-BIH heart rate sample data demonstrated the efficacy of these models after they had been 

trained on simulated data. When trained on either dataset, the LOF algorithm appeared most 

promising through its conservative classification (low anomaly detection rate) and also its ability 

to classify anomalies at both lower and upper heart rate ranges. We conclude that simulated data 

can help tune algorithms to some degree of performance when real labeled data is unavailable, 

and this type of imposed rule-based learning might be especially helpful when initially 

employing a system without any prior data. 
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Fig. 1. Distribution of heart rate data for the MIT-BIH database patient. 
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Fig. 2. Detected anomalies (each shown as a red x) for the local outlier factor model trained on 

the 0.5% anomaly dataset. 
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Fig. 3a. Detected anomalies (each shown as a red x) for the random and isolation forests models 

trained on the 0.5% anomaly dataset. 
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Fig. 3b. Detected anomalies (each shown as a red x) for the random and isolation forests models 

trained on the 0.5% anomaly dataset. 
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Fig. 4. Detected anomalies (each shown as a red x) for the local outlier factor model trained on 

the 2.5% anomaly dataset. 
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Fig. 5a. Detected anomalies (each shown as a red x) for the random and isolation forests models 

trained on the 2.5% anomaly dataset. 
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Fig. 5b. Detected anomalies (each shown as a red x) for the random and isolation forests models 

trained on the 2.5% anomaly dataset. 

 


